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What I’m going 
to cover

 What is firmware?

 The IoT epidemic

 How to acquire firmware 
samples

 Dynamic and static analysis



Who am I?

Experience:

I’ve been tearing apart (and sometimes putting back together) electronics 
since I was born, and tearing apart IoT devices for the last couple of years

Things I like:

 Misusing computers

 Cats

 Lock picking/bypassing

 Tearing apart whitelabel IoT devices



What is 
“IoT”?

It’s the Internet of Things 
babyyyyy



IoT Examples



What is Firmware?

 Lowest level of software

 Interacts directly with the hardware



Familiar 
operating 
systems

Key differences between embedded 
Linux and other operating systems you 
are probably familiar with



Why embedded 
is so different

 Different chip architecture

 Less compute power

 Super low level

 Interacting directly with hardware



Why firmware so interesting

 Lowest level means if you control it you are god

 It is often neglected/ignored



Why is it a 
fun target?

 Low level is fun

 I don’t have to fight an AV

 No one configures things 
correctly



IoT epidemic and why it’s stupid

 Every product is the minimum viable product

 Toasters were not meant to have an internet connection



Quick rant 
about 
“smart” 
devices



Privacy 
concerns



I just want it 
to work, why 
does it need 
an account?



Firmware 
acquisition

 Download

 Extraction



Downloading firmware

 Manufacture website

 Open S3 buckets

 Some very nice person who is distributing a copy in a legally questionable way

 FTP servers

 OTA update servers that only do useragent checks

http://fw.ajcloud.net/01.10711/gQdotgSHpnXq4JXEap4Nuw_ota_firmware_01.10711.11.01.pkg

For example: ftp://ftp2.dlink.com/PRODUCTS/DIR-882/REVA/



Bootloader



Common 
bootloaders

 U-Boot

 Barebox

 RedBoot

 RT-Thread



Extracting 
firmware

 UART

 JTAG

 Flash extraction (chip on and chip 
off)



RX -> TX

TX - > RX

GND -> GND

Common baud rates:
- 115200
- 57600
- 38400
- 9600

UART (Universal Asynchronous 
Receiver/Transmitter)







JTAG (Joint Test Action Group)

 Debugging interface similar to UART

 More pins

 More in depth

 Not just a serial terminal



Checking boot log for 
information





Flash dumping

 Types of flash

 Tools

 Methods



Types of flash interfaces

 SPI (Serial Peripheral Interface)

 QSPI (Quad Serial Peripheral Interface)

 I2C (Inter-Integrated Circuit)



Tools for dumping flash

 Hardware

– Xgecu

– CH341a

 Software

– Flashrom

– minipro



CH341a

 Easiest tool for using the 
CH341a programmer which 
is $14 on Amazon

 Works on just about every 
chip I’ve tried*

 *dumping, it cannot always 
write them



Methods

 Chip on

– Easy

– No Soldering

– Difficult with larger chips

– Can only do packages with 
exposed pins

 Chip off

– Some soldering

– Extremely consistent

– Can do much larger chips

– Can do BGA packages

(This is a BGA package)



Chip on flash dumping

Dumping the firmware straight off of the flash module, without taking it off the 
board

 SOP8 clip

 CH341a and flashrom







Chip off flash dumping

 Adapter for whatever package you are dumping

 Minor soldering skills









Using Flashrom

 Amazing for SPI flash



XGecu
 Amazing for everything else



Main use



Analyzing 
firmware

 Static vs dynamic analysis

 Common embedded systems 
filesystems



Checking if the dump is encrypted

 Check entropy with binwalk

 Checking what different parts of the file look like with binvis.io



Binwalk -E
Probably not encrypted



Binwalk -E
Almost certainly encrypted



binvis.io



Static analysis

 Binwalk

 Strings

 Ghidra

 xxd

 FACT (Firmware Analysis and Comparison Toolkit)



Determining the type of system you’re working with

 CPU architecture

 MIPS

 ARM

 What the firmware might be based on

 Linux

 FreeRTOS

 Something else



Extracting the filesystems and 
directory structure 



Common File systems

Read only

 SquashFS

Writeable

 JFFS2 (Journaling Flash File System v2)

Combining them

 OverlayFS



Extracting those common filesystems

SquashFS

 UnsquashFS

 Sasquatch (patch for unsquashfs)

JFFS2

 Jefferson



Directory 
layout

 exa -T

 ls -R



Determining how the 
filesystems are mounted

 fstab 

 inittab 

 Whatever other init script 
they are using



Locating files

 grep

 find

 rg (ripgrep)

 exa -T

 Guessing



Getting the BusyBox Version

strings -n 10 busybox | grep "BusyBox"



Looking for configuration files

 .conf

 .ini



Finding misconfigurations in said conf files

 It helps to be somewhat familiar with the default configuration file for the 
service (if possible)

 Just read it

 Not every misconfiguration is actually exploitable or useful



Locating custom utilities and scripts

 A basic understand of Linux and common utilities goes a long way here 
in not wasting your time



First, BusyBox

 A useful utility for small embedded Linux machines

 Single utility

 Does all of the things

 Swiss Army Knife of Embedded Linux

 No one updates it



Just symlink

 It’s that easy

 To find custom utilities just 
look for executables that 
aren’t symlinks



Checking out 
custom scripts

 Usually as simple as 
reading them



Common things you might find in custom 
scripts

 Embedded credentials

 Possible endpoints

 OTA (Over The Air) update process

 telnetd initialization

 DropBear initialization

 Poor error handling

 Understanding of how the filesystems are setup/used

 True enlightenment



Finding hard 
coded 
credentials

 Passwd file

 Shadow file

 Keys

 Configuration files

 Custom application/script 
strings



Once you’ve found them

 Often hashed (but not 
always)

 Google the hash



For instance, Samba

This one is “Shirley/”



Over The Air updates
A possible attack vector if there is no signing or security efforts put into 
the update process



telnetd 
 It’s telnet, what 

more do you want?

 Even if it is 
configured it might 
not actually be in 
started 
automatically



SSH
 Often Dropbear

 Often super out of date



Appalling script error handling

 It’s always bash

 No one ever does proper error handling in bash



Weird and wacky filesystem setups

JFFS2 and SquashFS can be layered and can be used to do some funky stuff

Usually this is just OverlayFS, but sometimes something interesting will be 
done to handle OTA updates or factory resets



Checking out 
custom utilities

 Strings

 Ghidra (or IDA if you have 
money like that)

 xxd



Common things 
to find in custom 
utilities

 Embedded 
credentials

 URLs/URIs

 IPs and ports

 API keys



F.A.C.T 
(Firmware 
Analysis and 
Comparison 
Toolkit)

 Great for basic static analysis of firmware 
samples

 You will still have to explore custom 
utilities and scripts yourself

 Really helpful to compare a new sample 
to see if you can expect something 
you’ve seen before

 https://fkie-cad.github.io/FACT_core/

https://fkie-cad.github.io/FACT_core/


F.A.C.T.



Dynamic 
analysis

 Emulators

 Watching what the 
device is doing over 
UART/JTAG/Network



Emulators

 Emulators are great if you don’t have physically access to the 
hardware

 They are a huge pain to setup for most IoT devices so I don’t bother 
for most of these



Getting onto a device and seeing 
what’s going on

 Exploring the filesystem on a live device

 Testing applications to see what they do

 Watching/modifying network traffic



UART shell

 Setup is the same as before

 We are going to use picocom 
to interact with this shell

 Use the credentials that you 
found in the copy of the 
firmware you already 
extracted

 Done



UART Shell



Other shell options

 JTAG has some ways of getting a shell

 SSH

 Telnet



Network 
traffic

 How do we get it?

 What’s in it?



Network setup

 Ralink WiFi adapter

 MitMProxy and hostapd

 Some fun routing rules and dnsmasq



Network setup

Victim

My Laptop with a Transparent Proxy

Wireshark/Tshark



Analyzing network traffic

 Wireshark/Tshark





SSL 
certificate 

abuse



Lack of certificate pinning

 Many devices don’t have certificate pinning

 This allows you to MitM TLS connections, not just unencrypted connections



Ways IoT devices can be better secured

 Locking down the bootloader

 Stop shipping things in debug mode

 Encrypted flash

 Not shipping a MVP

 Not using really dumb password

 Verifying OTA updates

 Pinning SSL certificates



Those all cost money



Possible 
impacts



Initial 
foothold

 Routers

 IP cameras

PUT IoT DEVICES ON THEIR 
OWN VLAN



Botnets

 Mirai

 Bashlite

 Aisuru (apparently behind the 
attacks this week)

 Qbot

 Reaper



Questions?



Thanks for 
listening

 Thank you for listening to me 
talk about this stuff, I hope you 
all enjoyed.

You can find me at 
www.powershell.zip or 
at SecKC every month

http://www.powershell.zip/


OzSec 2026
• Thank you for Attending!!

• Looking forward to next year already

• Pre-Register for OzSec2026 

• https://ozsecurity.org/
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